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ABSTRACT

The latest revision of US NRC Branch Technical Position 7-19 and SRM-SECY-22-0076 opened a
pathway to the use of risk-informed approaches to addressing common cause failure. NEI 20-07
has been developed to implement this type of methodology. Risk-informed and performance-based
methodologies are relatively new to the US commercial nuclear power industry. Prescriptive (i.e.
deterministic) methods are still most common and most familiar to the US NRC. Risk-informed
and performance-based methodologies hold great promise to provide freedom in design of
technology solutions, but one drawback is that compliance with requirements can be more difficult
to demonstrate. The use of an assurance case within NEI 20-07 is meant to address this drawback.
IEC/IEEE 15026-2 defines an assurance case as an “auditable artefact that provides a convincing
and sound argument for a claim on the basis of tangible evidence under a given context”.
Assurance cases are commonly in use in non-nuclear safety-critical industries and in the UK
nuclear industry, but NEI 20-07 is the first instance of the use of an assurance case in the US NRC
regulatory environment. This paper describes this initial instance at its current status and how the
approach can be enhanced in the future.
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1. INTRODUCTION

The latest revision of US NRC Branch Technical Position 7-19 and SRM-SECY-22-0076 opened a
pathway to the use of risk-informed approaches to addressing common cause failure. NEI 20-07 has been
developed to implement this type of methodology. The Nuclear Energy Institute is utilizing the assurance
case methodology within NEI 20-07. This is a first of a kind approach in the US nuclear industry but is a
common practice to several other safety-critical industries. The NEI 20-07 document is titled, “Guidance
for Addressing Common Cause Failure in High Safety-Significant Safety-Related Digital 1&C Systems”
and is intended to provide guidance for addressing common cause failure in a risk-informed and
performance-based (RIPB) manner. Since this guidance is intended for use for high safety significant
systems, it is assumed that the single failure criterion applies as a prescriptive and qualitative approach to
address system reliability. Common cause failure (CCF) is a concern because it defeats the underlining
concept of the single failure criterion [1]. Historically, CCF has been regulated by prescriptive (i.e.
deterministic) requirements that drive the use of a specific defense in-depth approach to ensure the single
failure criterion is maintained. This paper is not focused on the details of the novel logical argument
presented in NEI 20-07 but on the novel use of a structured, graphical assurance case.



2. MOVING TO RISK-INFORMED AND PERFORMANCE-BASED

Currently, there is a desire in the US nuclear power industry to migrate away from prescriptive (i.e.
deterministic) requirements and towards risk-informed and performance-based requirements. There are
two main reasons for this. First, increased freedom is needed in the designs of reactors and reactor
systems. Second, it is necessary for the level of rigor to scale to the risks involved in a particular reactor
design and in each of its associated systems. The traditional requirements are too restrictive and cause
unnecessary hindrances to the industry.

To utilizing the more desirable style of requirements, NEI 20-07 utilizes the following overall RIPB
requirement, ‘“Vulnerabilities to digital CCF have been adequately identified and addresses commensurate
with the risk significance of the proposed digital [&C system.” Within an assurance case, this overall
requirement is used as the top-level claim that is to be proven by the supporting argument. The selection
of this top-level claim was very intentional to ensure the assurance case accomplishes all the goals of the
NEI 20-07 document. Note that this requirement does not specify how it must be met by the digital 1&C
system. This is what makes it performance-based and not prescriptive. Additionally, the word
“adequately” and the phrase “commensurate with the risk significance” were specifically included to
highlight the risk-informed aspect. The requirement is also specific to the context of the “proposed digital
1&C system”. This context clarifies what the scope is concerning “vulnerabilities to digital CCF”. The
assurance case is focused on digital CCF vulnerabilities within the proposed digital I&C system. With the
top-level claim defined, the argument portion of the assurance case can be developed.

3. ASSURANCE CASE USE IN NEI 20-07

An assurance case, at the most basic level, involves the top-level claim, evidence that should prove the
top-level claim, and the logical argument that explains why the evidence proves the top-level claim.
During the effort to draft the NEI 20-07 document, the Claims-Arguments-Evidence (CAE) [2], [3]
notation was utilized to develop the assurance case. This is one of the notations defined in IEC/IEEE
15026-02 [4]. The assurance case (as of draft E of NEI 20-07) is shown in Figure 1.

For this first of a kind approach, not only did the logic of the argument have to be developed but also the
methodology for using the assurance case needed to be identified. The methodology that was developed
divided the assurance case into three tiers. Tiers 1 and 2 address the four points that come from SRM-
SECY-22-0076 and are intended to be generically approved by the US NRC so that they can be utilized
for all instances of the use of the guidance. Tier 3 of the assurance case is intended to be developed
specifically for each application, but the expectation is that this development will be simple in practice
since tiers 1 & 2 will already be approved. For demonstration purposes, examples of what the tier 3
sections of the assurance case could look like have been developed using The Socrates — Assurance Case
Editor [5] and are included as Figures 2, 3, 4, & 5.

The status of this effort is that the NEI needs to address the US NRC’s comments and re-submit an
updated draft for another review. The NEI’s effort is currently delayed by logistical and external factors,
such as a soon to be released revisions to EPRI guidance that the NEI 20-07 document depends on.



Tier 1

Section 5.2.2

Tier 2

Vulnerabilities to digital CCF have been
adequately identified and addressed
commensurate with the risk
significance of the proposed digital 1&C
system.

Section 5.2.1

To address vulnerabilities to digital CCF, the
applicant must:
1. Adequately identify and analyze each
postulated CCF.
2. Reasonably prevent, mitigate or prove the
postulated CCF is not risk significant.

Section 5.2.2 T

Each postulated CCF has been
identified and analyzed.

Argument

Evidence

Section 5.2.2

Each postulated CCF has been
reasonably prevented, mitigated or is
not risk significant

To identify and analyze each postulated CCF,
the applicant must:

1. Identify Stakeholder Losses and System
Hazards associated with a regulatory safety
determination.

2. Identify and analyze Unsafe Control
Actions representing postulated CCFs.

Section 5.3.2

Stakeholder Losses and System
Hazards required for a safety
determination have been identified.

Section 5.3.2

Tier 3

Unsafe Control Actions representing
postulated CCFs have been identified
and analyzed.

Section 5.3.2

EPRI HAZCADS and DRAM provide an
effective methodology to
1. Identify and analyze postulated CCF.
2. Reasonably prevent, mitigate or
determine a postulatedCCF is not risk
significant.

Section 5.3.1

EPRI Research Reports
NRC Research Reports
STPA Use in Other Industries
Control Method Scoring Justification
Risk-Informed Principles Addressed

Section 5.3.1

To reasonably prevent, mitigate, or
disposition each postulated CCF, the
applicant must:

1. Identify Systematic Loss Scenarios leading

2. Apply Control Methods to protect, detect,
and respond/recover from Systematic Loss
Scenarios.

Section 5.3.3

Systematic Loss Scenarios leading to
each postulated CCF have been
identified.

Section 5.3.3

Titrol Methods have been applie
protect, detect, and respond/recover
from Systematic Loss Scenarios

mensurate with risk significan
Section 5.3.3

The application has sdequately identified
Stakeholder Losses and System Hazards
required for a safety determination.

The spplication has sdequately identified
and analyzed Unsafe Control Actions
representing postulated CCFs.

Section 5.4.1

Section 5.4.2

EPRI DEG results displaying:
1. System Scope and Interfaces

2. Design Description (commensurate with
maturity of the design process)

EPRI HAZCADS results displaying:
1. Relevant stakeholder losses
2. Relevant system hazards

Section 5.4.1

EPRI HAZCADS results displaying
1. Control System Hierarchy
2. Unsafe Control Actions
deemed postulated CCFs.
3. Risk Reduction Targets associated with
postulated CCFs
4. PRA information including credited
external design features (e.g., manual
operator actions, passive design features,
etc.)

Section 5.4.2

The application has adequately identified
Systematic Loss Scenarios leading to each
postulated CCF.

Section 5.4.3

The application has adequately applied
Control Methods to each Systematic Loss
Scenario commensurate with the risk
significance.

Section 5.4.4 T

EPRI DRAM results displaying:
1. Relationship Sets used to evaluate
postulated CCFs.
2. Systematic Loss Scenarios associated with
postulated CCFs

EPRI DRAM results displaying:

1. Control Methods applied to Systematic

Loss Scenarios associated with postulated
CCFs.

Section 5.4.3

Section 5.4.4

7\,

Figure 1. Assurance Case from NEI 20-07 Revision 0 Draft E.

NEI 20-07
Contents
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Contents
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C0003
The system of interest has been clearly
defined

ADODE
Subsfitution

C0009
The system within the scope of the STPA
analysis (within HAZCADS) is the same as
the scope of the oversight stakeholder's
CCF review (as part of the safety
determination).

ADD12
If HAZCADS iz performed, then this info will
be in the associated documentation.

[

E0015
HAZCADS Data Sheet (HDS) Part Two

Co001
Stakeholder losses and System Hazards
required for a safety determinafion have
been identified.

AD0D2

Decomposition-

To identify stakeholder losses and system
hazards, the system of interest must be
clearly defined, input from stakeholders
must be received, and system states must
be identified that lead fo the losses.

Co004
Input from stakeholders has been received
that identify losses that can result from

potential states of the system of interest.

ADOOT

Substifion

Co010
The potential upstream impacts of the
system of interest failing to perform its
safety functions have been identified.

ADD13

If HAZCADS is performed, then this info will
be in the associated documentation.

i

E0016
HAZCADS Data Sheet (HDS) Part Two

Coo0s
System states (hazards) have been
identified that lead to losses.

ADDOE
Substition

L

C0011
System states that can prevent the
performance of the system safefy functions
have been identified.

AD014

IfHAZCADS is performed, then this info will
be in the associated documentation.

3

ED017
HAZCADS Data Sheet (HDS) Part Two

Figure 2. Example of Tier 3 Assurance Case for Tier 2 Sub-claim 1.



Co001
Unsafe Control Acfions representing
postulated CCFs have been adequately
identified and analyzed.

A0002
Substitution

F

Co003
The subset of unsafe control acfions that
are associated with redundant portions of
the system of interest have been adequately
identified and analyzed

A000D4

Decomposition-

To adequately identify the subset of unsafe
confrol actions that are associated with
redundant portions of the system, unsafe
control actions must be identified, the
system architecture must be defined with
redundant portions of the system identified,
relationships have been identified between
redundant portions and unsafe control
actions, and risk reduction targets must be
determined for the unsafe control actions

/

Co007

Relationships are identified between
redundant portions and unsafe confrol
actions

C0006

The sysiem architecture has been defined
with redundant porfions of the sysiem

identified.

Coo0d
Risk reduction fargets have been
determined for the unsafe conirol aclions

Cooos
Unsafe control actions have been identified.

ADD10 l/.1\0011 N
AD00S Ifthe DEG methadology s foll then 2 If the list of unsafe control actions exists and ADD12
If STPA is performed as part of HAZCADS . 9y . . the redundant portions of the system If the HAZCADS process is utilized, then the
. ! system architecture will be available and N N . - ! N
then the unsafe control actions will be N N - architecture have been idenfified, then the risk reduction targets will be identified for
. " can be reviewed to identify redundant " - .
identified orfions unsafe control actions that are associated the unsafe control actions.
2 \hwith redundant porfions can be identified. [
E0D13 E0014 E.NIM? beet of fi trol acti that E0D16
HAZCADS Data Sheet Part Four Redundant System Architecture Report st ot subset of unsate confrol actions a HAZCADS Data Sheet Part Seven & Eight
are associated with redundant architecture

Figure 3. Example of Tier 3 Assurance Case for Tier 2 Sub-claim 2.



Co0o3
Systematic loss scenarios have been
identified that lead to the unsafe control
actions

ADDDB
If DRAM is performed, systematic loss
scenarios will be identified.

[

E0DO09
DRAM Data Sheet (DDS)

Cooo1
The application has adequately identified
Systematic Less Scenarios leading o each
postulated CCF.

lf:ﬂ.lll:ll]l A

Decomposition-

To identify systematic loss scenaros that
lead to each postulated CCF, the unsafe
control actions associated with redundant
portions of the system architecture must be
identified, systematic loss scenarios must
be identified that lead fo the unsafe control
actions, functional relationship sets must be
used to identify systematic loss scenarios
that are linked to multiple functionally
redundant sections of the system
karchiledure (i.e. CCF).

Coon4
Relationship sets have been used fo identify
systematic loss scenarios that are linked fo
multiple funclionally redundant secfions of
the system architecture {i.e. CCF).

l(‘-.lﬂ.llml'." )

If relationzhip sets link a systematic loss
scenario fo multiple channels of redundant
portions of the system architecture, then
those systemafic loss scenarios are
\p-utenlial sources of CCF.

A

E0010
Systemafic Loss Scenario, Relationship Set
Review Report

Coo0s
The unsafe control actions associated with
redundant portions of the system
architecture have been identified.

/ADDDS

If the list of unsafe control actions exists and
the redundant portions of the system
architecture have been identified, then the
unsafe control actions that are associated
kwiih redundant portions can be idenfified.

-,

L

ED011
List of subset of unsafe confrol actions that
are associated with redundant architecture

Figure 4. Example of Tier 3 Assurance Case for Tier 2 Sub-claim 3.



Cooo1
The application has adequately applied
Control Methods to each Systematic Loss
Scenario commensurate with the risk
significance.

ADDODZ2
Decomposition-
To adequately apply control metheds to
each systematic loss scenario
commensurate with the risk significance, the
systematic loss scenarios and their
associated risk reduction fargets must be
identified, control methods must be applied
in @ manner that the achieved control

flecti profile the

control effectiveness profile.

Coo04
Control methods have been applied in a
manner that achieve the risk reduction
target, in the context of the systematic loss
SCEnarios.

C0003
The systematic loss scenarios and their
associated risk reduction targets have been

identified

AD005 AD0ODG
IFHAZCADS iz performed then the risk Subsfitution-
reduction targets will be identified, and if To achieve the risk reduction targets, the
DRAM is performed, sysiematic loss comesponding random and systematic
scenarios will be identified. capabilities must be achieved.

[ [

CO008
The random and systematic capabilities
comespond to the risk reduction targets
have been achieved.

EDOOT
HAZCADS Data Sheet Parts Seven & Eight
DRAM Data Sheet

AD0ODS

To implement the random and systematic
capability control metheds, each component
must achieve the random and systematic
capabilities, then the overall 501 must
achieve the random and systematic
capabilities, and finally the systematic
control methods identified and scored by
DRAM must be implemented via the DEG.

Co012
the systematic control methods identified
and scored by DRAM must be implemented

coo10
Each component has achieved the random
and systematic capabilities

Coo11
The overall SOI has achieved the random
and systematic capabilities

via the DEG
i
g ™
ADD13 ADD14 ';%D;:M d the DEG i i d then th
If DRAM is performed, then this evidence If DRAM is performed, then this evidence a“':m b:m e = pertormed then fhe
will be in the associated documentation. will be in the associated documentation. X
documentation
.
E0D18
E0D1E E0017
S - S - DRAM Data Sheet
SIL cedification or verificafion report SIL certification or verification report DEG Detailed Design Verification and
DRAM Data Sheet DRAM Daia Sheet Validation a

Figure 5. Example of Tier 3 Assurance Case for Tier 2 Sub-claim 4.



4. AN OPTION FOR NEXT STEPS

Since the NEI is delayed by external factors in starting the next engagement with the NRC, there is an
opportunity to take a step back and evaluate if there is a way to utilize the developed assurance case to
facilitate a novel approach to interacting with the NRC to improve the process of achieving approval. Up
to this point, the approach has been for the NEI to develop a case and then submit it to the NRC. Maybe
there would be benefit from engagement with the NRC to further refine the assurance case in joint
meetings.

Using structured argumentation, expressed through CAE or similar notations such as GSN or EA,
provides an opportunity for stakeholders such as the NRC to review a concise, evidence-based, argument
about the safety of a system. The templates proposed in NEI 20-07 provide a starting point for such an
argument. However, additional dialogue between stakeholders is required to establish that the argument(s)
in NEI 20-07, if fulfilled by a license applicant, are sufficient to demonstrate that safety-critical functions
in a nuclear system are acceptable for use. This additional dialogue should focus on both the depth (“is
enough technical detail elicited in the template?”’) and breadth (“have all relevant topics been considered
in the argument?”’) of the argument template.

The Eliminative Argumentation (EA) method may be used to facilitate dialogue between stakeholders. EA
is a method of building safety arguments that uses “doubt” to drive critical thinking [6]. EA has been used
to prepare safety case arguments in several industries [7], [8], including nuclear control systems for the
CERN Large Hadron Collider [9]. Importantly, the expression of doubt in the EA method helps to
mitigate confirmation biases due to authors of the safety case selecting only evidence that supports the
overall safety claim they wish to “prove”.

Using the EA method, authors or reviewers of a safety case capture doubts in the case as “defeaters” in
the argument or about the supporting evidence. Once defeaters are identified, there are three potential
avenues. First, further argumentation or evidence may be provided in the argument template to resolve the
defeaters, with the potential for new defeaters to be introduced in the process. Defeaters that are resolved
at this level may be either entirely removed or left in the argument, but “struck out” to denote they were
considered and resolved. Second, defeaters that remain unresolved are marked as “residual” and must be
accepted by stakeholders as contributing to the overall doubt in the safety argument. Finally, defeaters
might reveal gaps in information that cannot be addressed at the level of a generic argument pattern or
template, and so addressing those defeaters may be deferred to the creation of the concrete safety
argument by license applicants.

In practical terms, tool support for performing the EA method is important, especially when working with
multiple stakeholders. Such a tool must be collaborative in nature, provide features for applying the EA
method, provide features for decomposing complex argument structures, allow for multiple stakeholders
to concurrently access the safety case argument, provide support for patterns or templates, and be usable
by a wide range of users with different levels of expertise in structured methods for describing safety
cases. The Socrates — Assurance Case Editor [5] product provides these, and other features, that would
allow the NEI and NRC to engage in a collaborative dialogue, using the EA methodology, to further
develop the patterns described in NEI 20-07.

S. CONCLUSION

At this point, the NEI supports this plan of action. After the NRC has a chance to become more familiar
with the technical details of the underlining methodologies involved with NEI 20-07, plans will be made
to organize an interaction as recommended by this paper. This is expected to occur during the second half
of 2025.
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